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Abstract— The success of mobile ad hoc networks (MANET) in 

many applications demands adequate security measures for the 
routing protocols.  The MANET environment offers unique chal-
lenges to making routing secure without introducing onerous 
computational or operational requirements.  In this paper, we 
introduce the Secure Neighborhood Routing Protocol (SNRP), 
which offers detection of several malicious behaviors and robust-
ness under various routing attacks. SNRP introduces an authen-
ticated form of the Neighbor Lookup Protocol (NLP) to secure 
MANET routing with significantly less cryptographic computa-
tion than approaches such as Secure Ad-hoc On-demand Dis-
tance Vector (SAODV) routing.  Public key certificates are used 
to “introduce” a newly arrived node to its new neighbors, after 
which neighbors trust (but observe) each other.  Route discovery 
packets are then secured using end-to-end HMAC rather than 
hop-by-hop signatures. 
 

Index Terms—Communication system security, communica-
tion system routing, computer network security, mobile commu-
nications. 
 

I. INTRODUCTION 
OBILE Ad Hoc Networks (MANETs) are wireless, in-
frastructure-less networks that are set up on the fly. The 

network is self-organized and is adaptive to topology changes 
arising from either mobility or link outages. The participating 
network nodes are equipped with radios that have limited 
communication range. In order to communicate with nodes 
outside their direct wireless transmission range, nodes forward 
packets for other nodes, resulting in multi-hop routes. 

A. Routing in MANETs 
The transient nature of connectivity among MANET nodes 

places unique demands on the routing protocol. Traditional 
routing protocols such as RIP and OSPF attempt to maintain 
global knowledge of connectivity so that optimal routes can be 
computed and stored in node routing tables.  This approach, 
termed proactive routing, can consume significant network 
resources in an often vain attempt to maintain a consistent 
global state when connectivity is dynamic.  An alternative 
approach that is popular in MANET research is reactive rout-
ing, in which routes are discovered only when needed.   

An example reactive routing protocol which we will use in 
this paper is Ad-hoc On-demand Distance Vector (AODV) 
[5]. In this protocol, whenever a source node requires a route 
to a destination node it initiates a route discovery by broad-
casting a route request (RREQ) packet. Intermediate nodes 
that have a fresh route to the destination may reply with a 
route reply packet (RREP). If they do not have a fresh route, 
these nodes re-broadcast the RREQ packet and mark a reverse 

route entry for the next hop node from which they received 
this packet.  

When the RREQ reaches the destination, the destination 
node replies with a RREP packet. The RREP travels the re-
verse route towards the source.  Intermediate nodes maintain a 
routing table that contains one hop information for the forward 
and the reverse path for all active routes. These nodes main-
tain connectivity information with their one hop neighbors for 
the active routes, by exchanging Hello messages: RREP mes-
sages with a time-to-live (TTL) of one.  

Route maintenance consists of generating a route error 
packet (RERR) for any broken link. The upstream node of any 
broken link sends a RERR packet towards the source. Inter-
mediate nodes forward this to their upstream nodes on that 
route while marking the route as invalid. Upon receiving a 
RERR, the source node can initiate a new route discovery. 

AODV uses hop count as a metric for route selection. The 
destination node sends RREP packets for all the received 
RREQ packets. The source node then decides the optimal 
route as the route with the smallest hop count. In addition to 
the hop count information, it also uses destination sequence 
numbers which is a monotonically increasing number for 
every destination that indicates the freshness of the routing 
packets. The sequence number is maintained by the destina-
tion node to respond to any RREQ(s) it receives. This number 
is incremented after a destination node receives a RREQ 
uniquely identified by the source address and the route ID. 
The sequence number is not incremented for duplicate RREQs 
for the same route discovery. The source node chooses as op-
timal the route (among multiple RREPs received) that has the 
highest sequence number and the lowest hop count.  

B. Attacks on MANET Routing 
Numerous attacks are possible on such routing protocols. 

The attacks discussed here are based on the vulnerabilities 
found in the AODV protocol, which is considered to represent 
the ad hoc on demand routing protocols. A few other routing 
attacks are also considered that affect routing in ad hoc net-
works. 

Routing attacks include the following: 
1) Sending a RREP with a false destination sequence number 

prompts receiving nodes to discard legitimate RREPs. 
2) Manipulation of hop counts in RREPs can divert traffic 

through malicious nodes. 
3) Manipulation of node addresses can induce routing loops. 
4) Malicious nodes that divert traffic to themselves can then 

discard traffic (“black hole” or “gray hole” attacks). 
5) Flooding the network with false RREQs consumes re-

sources. 
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6) Malicious nodes connected by a fast, out-of-network link 
can capture traffic routes by forwarding RREQs quickly 
around legitimate nodes (“worm hole” attack). 

7) A malicious node with extra transmitter power can send 
RREQs directly to distant nodes, who will discard RREQs 
arriving from intermediate nodes.  In this “rushing” attack, 
the distant node will create a route back through the mali-
cious node, but its lower power cannot reach the malicious 
node and the route will fail.  

8) Malicious nodes can generate false RERR packets to dis-
rupt traffic flow. 

9) A malicious node can spoof the IP and/or MAC addresses 
of a nearby legitimate node to impersonate that node. 

II. SECURE ROUTING IN MANETS 
Security in MANETs becomes a challenge because of the 

wireless medium: malicious nodes can mount passive or active 
attacks without the need for a physical intrusion. A malicious 
node may impersonate a legitimate node, gain unauthorized 
access to network resources and interfere with network opera-
tion. Designing secure routing protocols for ad hoc network 
environments becomes challenging due to the absence of in-
frastructure and the resource constrained network nodes. 
Moreover, nodes are mobile which frequently changes the 
network topology. Secure routing protocols therefore, play an 
important role in wireless ad hoc networks.  

Goals for security in MANETs include the following [1]: 
1) Spoofing (IP or MAC address) can be detected and imper-

sonating nodes can be isolated.  
2) Fabricated routing messages can be detected and dropped.  
3) Nodes that are misbehaving can be identified and avoided. 

Additionally only authorized nodes can participate in the 
network. This security provision requires pre-deployment 
or exchange of public keys, session keys or certificates. 

4) Routing messages cannot be illegitimately altered that 
could disrupt a route discovery. 

5) Routing loops cannot be formed by misbehavior. 
6) Information regarding network topology could be ad-

versely used to carry out DoS attacks against critical nodes 
and hence it must not be exposed to any network nodes. 

Some recent work in securing MANET routing is summa-
rized in this section. 

A. Secure Routing Protocols 
SAODV.  Secure AODV (SAODV) [9] is an extension of 

the AODV protocol that attempts to secure the routing proto-
col. It assumes that each node has public keys for all the nodes 
in the network. All routing messages are signed and verified at 
every hop. SAODV uses hop count as the metric for shortest 
route just as AODV and hence uses hash chains [10] to secure 
the hop count information.  

ARAN.  Authenticated Routing protocol for Ad hoc Net-
works (ARAN) [1] proposes a similar approach to secure ad 
hoc routing protocol. It uses certificates issued by a trusted 
third party. Each node signs a control message and appends its 
certificate. The receiving node verifies the certificate and the 
signature and then repeats the process. ARAN does not use 
hop count information for route selection. It recommends the 

use of a physical parameter, such as time delay, as a metric for 
route selection since tunneling attacks [1] or worm hole at-
tacks [4], can easily corrupt the hop count information. 

B. Security Modules 
NLP.  The Neighbor Look-up Protocol (NLP) [3], [8], [11], 

is a non-cryptographic approach that relies upon nodes to 
monitor their neighbors for IP/MAC spoofing.  

SLSR. Secure Link State Routing [11] uses digital signa-
tures and one-way hash functions to ensure security of the link 
state updates. Each node maintains information about its 
neighborhood up to two hops. This connectivity information 
or the link state is then shared among other nodes through link 
state updates. Thus it is an Intrazone Routing protocol in Zone 
routing protocol [2]. 

SND. Secure Neighbor Detection (SND), a security module 
proposed in [8], allows both the sender and the receiver node 
to verify if each lies within their maximum transmission 
range. SND is based on encrypted time stamp and three round 
mutual authentication protocol that allows each node to con-
firm their one hop neighbors are indeed within their transmis-
sion range. 

The Watchdog mechanism [6], [12] involves monitoring 
node behavior via promiscuous mode. Intermediate nodes ver-
ify if a packet was received by the next hop node by overhear-
ing the retransmission of the packet. The overheard retransmit-
ted packet serves as an acknowledgment. Explicit acknowl-
edgments are not used until the passive acknowledgment fails 
a certain number of times. 

In Pathrater [6], a source node uses the reliability rating of 
each node on a path. It sums the rating of the nodes on avail-
able routes and chooses the one with the highest rating as an 
optimal path. Pathrater maintains reliability rating for all the 
nodes it knows about in the network and along with the 
watchdog mechanism detects misbehaving nodes. 

Secure Message Transmission Protocol [13] that builds 
upon SRP [3] proposes a fault tolerant technique that uses 
multiple routes to increase the reliability in data transmission. 
It uses limited transmission redundancy across the available 
routes, by breaking the message into N parts, and requiring M 
out of N parts (M<N) for reconstructing the message. 

III. SECURE NEIGHBORHOOD ROUTING PROTOCOL 
The goal of the Secure Neighborhood Routing Protocol 

(SNRP) is to secure MANET routing and detect node misbe-
havior while reducing the load of cryptographic processing 
common to existing secure MANET routing techniques.  This 
is achieved by separating the task into two regimes:  securing 
the route discovery process end-to-end, and establishing trust 
locally among neighboring nodes. 

SNRP introduces an authenticated form of NLP to secure 
AODV routing with significantly less cryptographic computa-
tion than approaches such as SAODV.  Public key certificates 
are used to “introduce” a newly arrived node to its new neigh-
bors, after which neighbors trust (but observe) each other. 

Once nodes have established a level of trust within their 
neighborhoods, the routing protocol can simply apply keyed 
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message authentication codes (HMAC) to secure routing con-
trol packets end-to-end. 

A. Key Management 
The proposed secure routing protocol uses cryptographic 

certificates as described in [1]. These certificates are issued by 
a trusted third party.  All nodes are required to acquire these 
certificates prior to network participation. A certificate binds 
the IP address, the MAC address and the public key of a node 
as described in [1]. The binding of the MAC address with the 
IP address improves the security of the routing protocol as 
noted in [11]. 

Each pair of nodes that wishes to communicate must share a 
symmetric key. The keyed-hash message authentication codes 
(HMAC) on the routing packets are calculated using this key. 
The establishment of these secure associations [3] is beyond 
the scope of this paper. 

B. Neighbor Lookup with Authentication 
NLP-A is a global (network wide) authentication process 

that is implemented only locally. The objectives of NLP-A are 
as follows: 
1) Authenticate nodes through use of certificates 
2) Detect IP, MAC spoofing. 
3) Establish symmetric session keys for: 

i. Authenticating RERR messages,  
ii. Authenticating RREQ and RREP messages, under 

special conditions,  
iii. Preventing shadow spoofing (IP/MAC spoofing). 

4) Monitor RREQ rate. 
The NLP-A requires every node to use certificates that bind 

their IP and MAC addresses with their public key. The proto-
col requires each participating node to have such a certificate 
but it is not necessary that all nodes know the public keys for 
all other nodes.  

Every node must authenticate itself with its one hop neigh-
bor(s) to gain access to the network. Neighbors mutually 
authenticate each other when a node enters a neighborhood.  
Thereafter, nodes observe each other to ensure that nodes con-
tinue to use the same IP and MAC as was provided during the 
authentication process. The authentication (or advertisement 
ADV) process is repeated periodically to ensure that only 
nodes currently in the neighborhood have access and no mali-
cious node(s) gain access through stale authentication.  

C. Advertisement Mechanism 
The ADV process consists of advertising the node’s pres-

ence in order to gain access to the network. It is used by the 
NLP-A to build a table containing authenticated nodes in a 
neighborhood. A node will relay packets only for nodes that 
have been authenticated by the ADV mechanism (are found in 
the NLP-A table). It is important to note that this mechanism 
takes place only for “new” node(s) or after the ADV interval. 
This interval is based on the node mobility.  

A node sends an ADV packet when it moves into a new 
neighborhood. The neighboring nodes authenticate this new 
node using the ADV Authentication process described below. 
In response to such an ADV packet, neighboring node(s) uni-

cast their own ADV packet to this “new” node. Note that an 
ADV packet is not broadcast throughout the network; none of 
the neighboring nodes rebroadcast ADV packets. The new 
node that receives these ADV packets also authenticates these 
neighbors and only after this authentication enters these nodes 
to its NLP-A table.  

1.  A new node (A) broadcasts an ADV packet to gain ac-
cess to the network:  

[ADV,IPA,MACA,certT(A),EKA-{tA,eA }] 

The ADV packet generated by A contains its IP address, 
MAC address, the certificate from a trusted third party (T) that 
binds the IP, MAC and public key for A, and an encrypted 
time stamp and expiration time for the ADV packet. 

2.  Neighboring nodes (D,F,and J) verify the certificate 
signed by T using T's public key KT+ which all nodes posses. 
The time stamp tc and the expiration time ec indicate the life 
time of the certificate. If the certificate is expired, neighboring 
nodes discard the ADV packet and node A does not gain ac-
cess through its neighbors. Similarly, other neighboring nodes 
also discard the ADV packet and hence unless node A pre-
sents a valid certificate it does not gain access to the network. 

3.  If the certificate is valid, the public key for A, KA+ em-
bedded in this certificate, is used to decrypt a time stamp and 
an expiration time for the ADV packet which avoids replay of 
ADV packet. The time stamp tA and the expiration time eA 
indicate the validity interval of the ADV packet. Also, this 
encrypted time stamp portion of the ADV packet authenticates 
the  node as node A. This is possible since node A encrypts 
the time stamp and appends an expiry time for the ADV 
packet using its private key (i.e., digitally sign [tA, eA]). The 
time stamp and the expiration time pair limit the life of an 
ADV packet and thus cannot be replayed/reused by any other 
node.  These are set to accommodate propagation delays. 

This way the ADV packet can only be used by one hop 
neighbors and cannot be reused in any other location/time. 
This encrypted time stamp and the expiration time serves as 
time leashes [7]. The use of absolute time for the expiration 
time as opposed to an offset offers stronger security. 

The neighboring node verifies if node A is using the same 
IP and MAC as provided by the certification authority (also 
the IP Distributor) T. If either of these change, neighboring 
nodes can identify this spoofing after comparing the ADV 
packet IP and MAC to the certificate IP and MAC. It's not 
possible for any node to change the contents of the certificate 
being encrypted in T's private key KT-, nor is it possible to 
change the contents of the time stamp portion of the ADV 
packet being encrypted in A's private key KA-.  

The node certificate binds the IP, MAC and the public key. 
It is expected that the node uses the same IP, MAC and the 
public key for its identification. However, in case it spoofs 
either IP or MAC or both, the NLP-A protocol easily identifies 
this and such a misbehaving node is denied any network ac-
cess - since neighboring nodes cannot authenticate such a 
node. 

If the expiration time eA has not yet been passed and other 
security checks, as discussed above, are valid, then the ADV 
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packet is considered valid, otherwise discarded. Validation of 
the expiration time is possible since neighboring nodes main-
tain loosely synchronized clocks. The ∂ value compensates for 
any clock synchronization errors between the neighboring 
nodes. If the local time at the receiving node is ahead of the 
transmitting node then the validity interval for the ADV 
packet is reduced, which will cause the receiving node to un-
necessarily discard this packet. In order to avoid this error due 
to loose clock synchronization, the expiration time includes ∂ 
time. If the local time at the receiving node is behind the 
transmitting node’s local time then the validity interval for the 
ADV packet is increased. However, by keeping ∂ smaller this 
change does not affect the security in using the ADV packets. 

The node receiving this ADV packet then updates it’s NLP-
A table with the IP, MAC and KA+ information.  

In response to A’s ADV packet, nodes D, F and J unicast an 
ADV packet to A for their authentication by A. e.g., Node D: 

[ADV,IPD,MACD,certT(D),ED-{tD,eD }] 

Node A verifies the ADV packet and if valid updates its 
NLP-A table.  
D. Key Exchange 

In addition to mutual authentication, NLP-A is also used to 
establish symmetric session keys between one hop neighbors. 
Symmetric session keys allow for those legitimate nodes to 
regain access to the network whose identity has been stolen by 
malicious nodes using shadow spoofing. The authentication 
and symmetric key establishment takes place as a three way 
handshake. 

E. Route Discovery 
The route discovery process is similar to AODV, with the 

addition of labels and keyed-hash message authentication 
codes to the RREQ and RREP packets for end-to-end security. 
1) RREQ Generation  

A random (unpredictable) Route ID is inserted by the source 
node that originates a RREQ. (The Route ID is later copied 
into the corresponding RREP.) 

The source inserts the most recent Destination Sequence 
Number it has received from the desired destination. 

The source also computes and appends an HMAC to the 
RREQ that covers the Route ID, Source IP, Dest IP, and Des-
tination Sequence Number.  The key used in this HMAC is the 
one shared by this source and destination.   
2) RREQ Forwarding  

Intermediate nodes cannot verify the HMAC in RREQ and 
RREP packets, but relay the RREQ because they trust their 
upstream neighbors.  However, the watchdog mechanism [6] 
is used to monitor correct behavior of the neighborhood (i.e., 
packets are correctly relayed without modification).  Routing 
tables at the intermediate nodes record each RREQ forwarded. 
3) RREQ Processing and RREP Generation at Destination  

The destination checks the Destination Sequence Number in 
incoming RREQ packets and discards stale requests.   

The HMAC from the source is checked, and illegitimate re-
quests are discarded. 

In response to an acceptable RREQ, the destination creates 
a RREP that contains the received Destination Sequence 
Number incremented by one. 

A random Route Label is inserted by the destination into 
each RREP, along with the Route ID from the source, and the 
RREP is secured using a HMAC, keyed again with the key 
shared with the source. 
4) RREP Processing at Intermediate Nodes  

The RREP packet is unicast from the destination to the up-
stream neighbor(s) that forwarded the RREQ packet to it. (Un-
like RREQ messages, RREP are unicast, not broadcast.)  

Intermediate nodes that transmitted a RREQ and receive a 
RREP message within the PATH_DISCOVERY_TIME [5] 
check their routing tables for a RREQ message with matching 
Route ID and Source IP address.  

If there has not been any warning message from the NLP-A 
it then accepts the RREP packet. It enters the RREP message 
transmitting node’s IP address in the Next hop IP ad-
dress field of the routing table and updates the Route La-
bel table entry. Also, the status of this route is set to “valid”. 
The intermediate nodes use the Route Label field to dis-
tinguish the routing paths, in case of nodes that are common to 
different paths for the same route. 

The receiving node then unicasts this RREP to the previous 
node IP address found in its routing table.  
5) RREP Processing at Source Nodes  

Source nodes may receive multiple RREPs from different 
intermediate nodes, thus discovering multiple routes to the 
destination. The source node performs the following tasks in 
response to the RREP(s): 

The source node checks whether it was seeking a route to 
the destination from the RREP, and then checks the HMAC in 
the RREP. A match verifies the authenticity of the destination 
and the integrity of the routing information from the RREP. It 
then updates its routing table and marks the route entry as 
“valid”. 

A route changes state from “valid” to “active” when it is in 
use for traffic. 

F. Route Maintenance 
Nodes continually monitor connectivity to their neighbors 

by exchanging Hello messages.  Nodes also monitor their 
neighbors for misbehavior by listening for correct relaying of 
packets. 

In response to an outage on an active link, nodes generate a 
RERR message to inform the source and destination nodes of 
all active routes using this link of the link break. In SNRP,  
RERR messages are generated by both the upstream and 
downstream nodes of the affected link. 

In the case of a misbehaving node, only the node preceding 
the misbehaving node will detect the problem.  The upstream 
node unicasts a Passive Acknowledgment Error (PACK-ERR) 
message toward the source to indicate that the current route is 
unusable. 

Abuse of the RERR mechanism offers a potential attack, so 
the RERR packets must be secured.  SNRP uses a nonce and a 
timestamp, along with an HMAC that covers the RERR fields, 
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to authenticate the packet and ensure freshness.  The key used 
for the HMAC is the sysmmtric key established between 
neighbors during the NLP-A procedure. 

IV. SECURITY ANALYSIS 
In this section we analyze the security of SNRP in terms of 

the attacks described earlier. 

A. Unauthorized network access 
The NLP-A protocol allows network access only for nodes 
that have been authenticated using the certificate, and only so 
long as they use the same IP and MAC addresses bound by 
that certificate. Packets are not forwarded for nodes that are 
not authenticated.  

B. Modification of routing information 
Modification of routing information like the hop-count [5] and 
the destination sequence number [5] could be used in a denial 
of service attack. SNRP defeats modification attacks by em-
ploying the two security mechanisms. One is the use of 
HMAC (keyed Hash Message Authentication Codes) used by 
the source and destination nodes that can detect such a modifi-
cation. And second, the intermediate nodes ensure the integ-
rity of the message transmitted by the next hop node by the 
use of watchdog and pathrater [6] mechanisms. 

C. Formation of routing loops 
Routing loops are formed because of the following misbehav-
ior: IP/MAC spoofing, stale routing information within the 
intermediate nodes, and cache poisoning [2].  NLP-A detects 
any IP/MAC spoofing, thus a malicious node cannot spoof 
identity, without detection, and create routing loops as de-
scribed in [1]. The routing protocol does not use the routing 
information present within intermediate node caches as DSR 
[14] does, but accepts route reply messages (RREP) only from 
the destination node so cache poisoning cannot take place. 
Also, the source and the destination maintain a destination 
sequence number that is used only by these end nodes. As 
described in the previous attack, modification of this sequence 
number can be easily detected, with the malicious node being 
penalized by the pathrater for such misbehavior. 

D. Black hole and Gray hole attacks 
This type of attack involves forging routing packets to cause 

all routes to go through a misbehaving node. The malicious 
node then drops all or some packets for the destination, thus 
carrying out the Black hole or gray hole attack respectively. 

In SNRP, forged routing packets are detected and discarded. 
If a malicious node legitimately participates in a route discov-
ery and then decides to misbehave by dropping data packets, 
the passive acknowledgment mechanism will detect this be-
havior and generate a route error message (PACK-ERR) in-
forming the source of the break.  

E. Gratuitous Detour 
In this type of attack, a malicious node forges routing pack-

ets to add extra nodes to a route, in an attempt to force the 
source node to choose other (suboptimal) routes [4]. Such an 
attack is applicable only to source routing protocols.  Also, 

SNRP uses the shortest time delay as the metric for optimal 
routes; thus a Gratuitous Detour attack, as described, is not 
applicable to SNRP.  

However, a similar attack in which a malicious node de-
liberately takes a longer time to process a route request or a 
route reply attack is possible. In this attack, the malicious node 
M can force neighboring nodes not to choose M for the route 
although it could have been an optimal route (based on short-
est time delay). However, the malicious node’s neighboring 
nodes will reduce its reliability rating, de-prioritizing M for 
processing the RREQs and the RREPs originating at or re-
layed by this node so M will lose ability to affect routing. 

Another possible attack is when a malicious node partici-
pates in the route discovery but sends data packets to a fabri-
cated node, X. SNRP can defeat this attack as well: although 
the node upstream of the misbehaving node cannot detect im-
proper forwarding behavior, it will detect any alteration to the 
triplet [Source IP, Route ID, Route Label]. The 
node (say B) downstream of the misbehaving node knows that 
traffic for that triplet should be routed through B, and will 
generate a RERR if this is violated. 

F. Replay attacks 
The different types of replay attacks and how the SNRP de-

fends against them are discussed below: 
1) Malicious Route Request floods 

Malicious nodes may forge RREQ packets and flood the 
network. In SNRP, the RREQ packets are authenticated by the 
destination node only. However, intermediate nodes will be 
forced to process these RREQ packets thus carrying out a re-
source depletion attack, although less costly than in protocols 
such as SAODV [9] which authenticate RREPs at each hop. 

SNRP also addresses the RREQ flood attack more di-
rectly. The neighboring nodes that authenticate the IP-MAC of 
the “malicious” node, during NLP-A, monitor the rate of 
RREQ generation and also whether a route was established. If 
a route was established these nodes then monitor the data rate, 
thus suggesting that this route is “active” and legitimate. This 
is a reliable security check, since only the destination node 
authenticates the RREQ and can reply with an RREP. 

However, if a node generates a new RREQ before the 
PATH_DISCOVERY_TIME expires, the neighboring nodes 
can conclude that this is a RREQ flood attack, and reduce the 
priority rank for supporting this node; thus the RREQ packets 
generated by a malicious node will be dropped. 
2) Rushing attack 

SNRP is secure against the Rushing attack. As discussed 
above, the rushing attack [4] exploits the duplicate RREQ 
suppression employed in all on-demand routing protocols. 
Malicious node M rushes the RREQ by transmitting with ex-
cessive power, reaching nodes more than one hop away (at 
normal power). However, the NLP-A procedure does not al-
low nodes to accept packets from nodes that have not been 
authenticated by this procedure. Because NLP-A ensures that 
all the one hop links are bidirectional, node M cannot authen-
ticate with nodes two hops away. 
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G. Worm hole attack 
The worm hole attack is carried out by two malicious nodes 

that have an out of band link between them. These nodes use 
this special link to offer the quickest route between many 
source-destination pairs, forcing those sources to choose this 
route over the other slower but legitimate routes. This pair can 
then carry out a DoS attack.  

In SNRP, the only type of attack that is possible is the case 
in which the downstream malicious node drops packets be-
cause SNRP uses passive acknowledgments [12] where the 
upstream nodes ensures correct retransmission by the down-
stream node. However, in case of the worm hole attack the 
upstream malicious node can ignore the routing protocol 
maintenance procedure by not generating a RERR for any 
packets dropped by its collaborating downstream node. 

SNRP is vulnerable to this attack.  End-to-end acknowl-
edgments provide a reasonable solution, especially when col-
lective ACKs can be sent via alternate routes [4] (identified 
during route discovery and retained by the destination). SNRP 
cannot defend against misbehavior when only one route is 
possible and it contains colluding malicious nodes. 

H. Tunneling attack 
The Tunneling attack is similar to the worm hole attack 

with the exception that the tunnel is in the form of preexisting 
data routes between two malicious nodes. This is distinct from 
the presence of an out of band link between malicious nodes in 
a worm hole attack. 

SNRP is not vulnerable to this type of attack due to the 
use of shortest delay as the metric for choosing an optimal 
route as suggested in [1]. The tunneled route cannot dominate 
the selection, since the overhead of encapsulation and de-
capsulation of routing packets plus delivering the resulting 
data packets over the tunnel increases the path delay, making 
it slower than legitimate multi-hop routes. 

I. RERR Fabrication attack 
It is trivial to disrupt an established route by generating fake 

RERR packets and forcing the intermediate nodes to relay 
them to the source of a route and initiate a new route discov-
ery. SNRP defeats this fabrication attack because all RERR 
messages are authenticated link-by-link. The NLP-A procedure 
is used to establish symmetric key pairs with each neighbor. 
These keys are used to compute a HMAC that ensures authen-
ticity and integrity of RERR messages.  

J. Impersonation attacks 
Prevention of IP or MAC spoofing was central to the devel-

opment of SNRP.  During the 3-way NLP-A handshake exe-
cuted as a node enters a neighborhood, all neighbors authenti-
cate each other and establish security associations. The ADV 
packets used in NLP-A employ a security feature called time 
leashes: encrypted time stamp and expiration time do not al-
low any malicious node to reuse the ADV packet and authen-
ticate itself as a legitimate node in any location. 

The NLP-A procedure ensures that IP and/or MAC spoof-
ing by any node does not affect the routing protocol.  A 
shadow spoofing attack is possible despite the NLP-A proce-

dure, but this new IP/MAC spoofing attack is also defeated by 
SNRP. 

A malicious node M can carry out a shadow spoofing attack 
as follows: M spoofs both the IP and the MAC address of a 
legitimate node A after the NLP-A authentication and thus can 
impersonate the legitimate node because the IP and MAC ad-
dresses are used to uniquely identify a node.  

Such an attack can only be carried out in the legitimate 
node’s neighborhood, which in turn allows the legitimate node 
to realize such an attack is being carried out. A legitimate 
node can then request neighboring nodes on the active route to 
secure the traffic using the symmetric keys established during 
the NLP-A authentication. This additional processing of rout-
ing packets to and from A persists until the ADV interval ex-
pires, and A is re-authenticated.  This mechanism foils the 
shadow spoofing attack, but at the cost of additional overhead. 

Note that SNRP does not require a global perspective of the 
node’s reliability and so the malicious behavior of M does not 
result in the legitimate node A being punished by nodes out-
side A’s neighborhood. The malicious behavior is corrected 
locally without any network-wide repercussions. 

K. Adaptive Secure Routing 
An intriguing feature of SNRP is its ability to be adaptive in 

discovering routes that are secure and have lower overheads. 
As discussed in the security analysis for shadow spoofing at-
tack, the authenticated data routing for any RREQ/RREP is 
maintained until the current active link expires or until the 
next ADV interval. This authenticated data routing interval 
can be manually initialized and then follow a binary exponen-
tial behavior that is doubled for every successive shadow 
spoofing detection. This may lead into several such secure 
routing links and remaining open routing links. 

In SNRP, the metric that indicates optimal path is the 
shortest time delay. Therefore, new route discoveries that 
would have chosen routes with authenticating links may now 
avoid those links and find alternative routes that have lower 
overhead. Thus, SNRP minimizes congestion effects due to its 
security operations.  

L. Security in using Hello Messaging 
Use of hello messages entails a security threat since malicious 
nodes may carry out several attacks to disrupt network opera-
tion:  A malicious node can impersonate a legitimate node 
after this node has left the neighborhood, but only for one 
ADV refresh interval. Also, note that Hello messages are ex-
changed only for the active routes.  In the event of such imper-
sonation, the node preceding the impersonating malicious 
node will generate a PACK-ERR packet if it does not detect 
proper retransmission of the data packets, as per the passive 
acknowledgment mechanism. The source node can then 
choose an alternative route to the destination, which was dis-
covered in the same route discovery. 
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V. CONCLUSIONS AND FUTURE WORK 

A. Future Work 
A number of potential enhancements to SNRP are under in-

vestigation, including the following: 
1) Adaptive determination of the ADV interval by passive 

listening to the rate of topology changes. 
2) Refinement of the misbehavior detection and response 

mechanism to differentiate among behaviors ranging from 
questionable to clearly malicious. 

3) Possible benefits of source routing. 
4) Local route repairs, rather than restart of route discovery. 

B. Conclusions 
The success of MANETs in many applications demands 

adequate security measures for the routing protocols. This 
paper has identified unique challenges offered by the MANET 
environment and developed security goals that are apropos to 
it. The Secure Neighborhood Routing Protocol (SNRP) pro-
posed here was developed based on AODV [5] with a few 
modifications to improve security. SNRP allows a node to 
discover multiple multihop routes for unicast communication. 
Alternate routes are remembered by the source node, which 
can reduce route discovery latency. It was also noted that this 
security routing protocol can be easily adapted to work with 
source routing protocols, like DSR [14].  

A comprehensive analysis of the attacks on the routing pro-
tocols in ad hoc wireless networks was made to develop the 
security modules that would meet the security goals. Defeating 
the IP-MAC spoofing attack was central to the development of 
the SNRP. The Neighbor Lookup Protocol with Authentica-
tion (NLP-A) successfully detects any IP/MAC spoofing at-
tempts by malicious nodes. Also, NLP-A provides authentica-
tion and non-repudiation by allowing only authorized nodes to 
participate in the network. Non-repudiation is ensured by de-
tecting any impersonation attacks. Effects of impersonation 
attacks stay local and are securely resolved by the legitimate 
node. A malicious node can affect only one route at a time and 
cannot carry DoS attack without being detected. Under the 
Shadow spoofing attack, SNRP adaptively avoids the troubled 
network neighborhood (malicious nodes that are carrying out 
IP/MAC spoofing attacks) while discovering optimal routes. 

The Passive Acknowledgment module and the use of keyed 
hash message authentication codes (HMAC) ensured integrity 
of the routing information. The end-to-end integrity is possible 
through the use of computationally efficient HMAC calcula-
tions by the source and the destination nodes alone, while in-
termediate nodes used passive acknowledgments for detecting 
any modification attacks. The Route Maintenance provided a 
unique feature to verify if a link break was legitimate or mali-
cious. This shows potential for future work where malicious 
node may be eradicated from the network. 

An intriguing feature of SNRP is its ability to discover 
routes that are secure and have lower overheads even in the 
presence of malicious nodes. The necessary cryptographic 
computations are kept to the minimum. Although the authenti-
cation procedure implemented by the NLP-A is based on pub-

lic key cryptography, with its higher computational overhead 
than symmetric algorithms, the frequency of these computa-
tions is kept low by making the authentication interval adap-
tive to the rate of network topology change. Other crypto-
graphic operations in SNRP use keyed Hash Message Authen-
tication Codes (HMAC), which require less computation. 

SNRP avoids the exchange of node credentials or reliability 
information throughout the network, thus saving valuable net-
work resources. One of the main advantages of SNRP is this 
ease of recovery from malicious behavior and minimizing the 
effects of any such malicious behavior by not keeping a global 
perspective of the node credibility. Thus malicious behavior is 
detected and avoided locally without any network-wide node 
credibility exchanges. 

SNRP offers detection of several malicious behaviors and 
robustness under most of the routing attacks, while minimiz-
ing the cryptographic computational overhead. 

REFERENCES 
[1] K. Sanzgiri, B. Dahill, B. N. Levine, C. Shields, and E. M. Belding-

Royer, “A Secure Routing Protocol for Ad Hoc Networks,” in ICNP '02: 
Proceedings of the 10th IEEE International Conference on Network 
Protocols, Washington, DC: IEEE Computer Society, 2002, pp. 78-89. 

[2] C. S. R. Murthy, and B. S. Manoj, Ad Hoc wireless networks :  architec-
tures and protocols, Prentice Hall Communications  Engineering and 
Emerging Technologies Series, Prentice Hall PTR, 2004. 

[3] P. Papadimitratos, and Z. Haas, "Securing Mobile Ad Hoc Networks," 
The Handbook of Ad Hoc Wireless Networks, M. Ilyas, Ed., CRC  Press, 
2003. 

[4] Y.-C. Hu, D. B. Johnson, and A. Perrig, “Ariadne: A secure on-demand 
routing protocol for ad hoc networks,” in The 8th ACM International 
Conference on Mobile Computing and Networking, Atlanta, Georgia: 
ACM Press, Sept. 2002, pp. 12-23. 

[5] C. E. Perkins, E. M. Belding-Royer, and I. Chakeres, Ad Hoc On  De-
mand Distance Vector (AODV) Routing, Internet draft, work in progress, 
Oct. 2003. 

[6] S. Marti, T. J. Giuli, K. Lai, and M. Baker, “Mitigating routing  misbe-
havior in mobile ad hoc networks,” in MobiCom '00: Proceedings  of the 
6th annual international conference on Mobile computing and  network-
ing, Boston, MA: ACM Press, 2000, pp. 255-265. 

[7] Y.-C. Hu, A. Perrig, and D.B. Johnson. “Packet Leashes:A Defense 
against Wormhole Attacks in Wireless Ad Hoc Networks,” in Proc. 
22nd  Ann. Joint Conf. IEEE Computer and Communications Societies 
(INFOCOM 2003), IEEE Press, 2003, pp. 1976-1986.  

[8] Y.-C. Hu, A. Perrig, and D. B. Johnson, “Rushing attacks and defense in 
wireless ad hoc network routing protocols,” in WiSe '03: Proceedings of 
the 2003 ACM workshop on Wireless security, NY: ACM Press,  2003, 
pp. 30-40.  

[9] M. G. Zapata, and N. Asokan, “Securing ad hoc routing protocols,” in 
WiSE '02: Proceedings of the 3rd ACM workshop on Wireless security, 
Atlanta, GA: ACM Press, Sept. 2002, pp. 1-10. 

[10] L.  Lamport.  “Password  Authentication  with   Insecure  Communica-
tion.”  Communication of  ACM,  vol. 24, (11), 1981, pp. 770-772. 

[11] P. Papadimitratos, and Z. J. Haas, “Secure Link State Routing for Mo-
bile Ad Hoc Networks,” in Proc. IEEE Workshop on Security and As-
surance in Ad Hoc Networks, Orlando, FL: IEEE Press, Jan. 2003, pp. 
27-31. 

[12] S. Buchegger, C. Tissieres, and J.-Y. L. Boudec, “A Test-Bed for  Mis-
behavior  Detection in Mobile Ad-hoc Networks " How Much Can 
Watchdogs Really Do?,” WMCSA '04: Proceedings of the Sixth IEEE 
Workshop on Mobile Computing  Systems and Applications 
(WMCSA'04), 2004, Washington, DC: IEEE, pp. 102-111. 

[13] Z. Lidong, and J. H. Zygmunt, “Securing Ad Hoc Networks,” IEEE 
Network, vol. 13, (6), 1999, pp. 24-30. 

[14] D. B. Johnson, D. A. Maltz, and J. Broch, “DSR: the dynamic source 
routing protocol for multihop wireless ad hoc networks,” in Ad Hoc 
Networking, Ed. C. E. Perkins, Boston, MA: Addison-Wesley, 2001, 
pp.139-172. 


